1x Bridge

Bridge [=]E3
Bridge ‘ Pots Port Extensions VLANs MSTls PotMSTOvemdes Fites NAT Hosts MDB
-
Name 7 [Type [L2MTU [MAC Address [Protoca [ Tx [Tx Packet (p/s)  |Rx Packet p/s)  |FP Tx [FP Ry |FP Tx Packet (p/s) [FP Rx Packd ¥
R & br_switch_Jan_vian10 Bridge: 1592 BE6S.FA995454  none 3% bps 22 8kbps 1 (S Obps bps ]
«| »
1 tem out of 16

Interface <br_gwitch_lan_vlan10:

General STP | VLAN Status  Traffic | oK |
Protocol Mode: % Hand « STP ¢ RSTP ¢ MSTP | Cancel |
Priority: | 3000 hex | Pogly |
] Region Mame: | | | Dizable |
L Region Revision: [0 | | Comment |
Max Message Age: |1}I]:DD:2'I] | | Copy |
Forward Delay: |00:00:15 | | Remove |
Transmit Hold Count: |'E | | Torch |
Max Hops: |2'|] | | R
eset Traffic Counters |
E
enabled unning

Firewall Konfig:



Filter Fules MAT Mangle Raw Service Pots  Connections  Address Lists ‘ Layer7 Protocols
|Name £ |Mdress Timeout |Creatmr1 Time |
@ IP_VPNH... 1592.168.243.0/24 Feb/27/202313....
@ IP_VPM-... 152.168.254.0/24 Apri29,2023 19.0...
@ IP_WANDT 81.21.115.40 Jan/021970 00:...
@ IP_WANDZ 81.21.115.41 Jan/027970 00:...
@ VLAN_10.. 192.168.10.0/24 Jan 021570 00:...
@ VLAN_13.. 152.168.130.0/24 Apr/29/2023 175
@ VLAN_25.. 152.168 253.0/24 Jan/02/1570 00:...
@ cams 152.168.10.150 Jan 021570 00:...
@ cams 152.168.10.151 Jan/027970 00:...
@ cams 152.168.10.152 Jan021570 00:...
@ stwmz 21211142 Jan 021570 00:...
Filter Rules | NAT Mangle Raw Service Pois Connections  Address Lists  Layer7 Protocols
= ][] [ Reset Courters || 0 Reset Al Courters |
# | |Action [Chain Src. Address | Dst. Address | Sre. Address List |Dst. Address List |Protocal |Src. Port | Dat. Part [in. Interface |Out. Interface in. Inter...|Out. Int... | Bytes Packets
0X__ W fastt. . forward 0B 0
1 X log  forward 6 tep) etherl-wan 0B 0
- established und related
2 o acc... input etherl-wan 522KB 267
3 @ acc.. foward etherl-wan 18333KB 4406
.. Port scanners to list
4% ctadd. inpu 6 ficp) 0B 0
1 SYN/RST scan
5% |cfadd... input 6 ficp) 0B 0
i NMAP FIN Stealth scan
6X |ctadd. inpul 6 tep) 0B 0
- SYN/FIN scan
7K c*add. input 6 tep) 0B 0
- FIN/PSH/URG sean
38X |c*add. input 6 tep) 0B 0
/AL scan
+add _ input 6 tep) 0B 0
= NMAP NULL scan
10X ctadd. input 6 tep) 0B 0
'+ dropping port scanners
11X $cop input port scanners 0B 0
VPN_Allow
12 @ acc.. inpul 17 fudp) 5001701 4500.... etherl-wan 08B ]
VPN_Allow
13 @ acc.. inpul 5 ttep) 1723 etherl-wan 08B 0
14 o acc.. input 47 (are) etherl-wan 0B 0
Alow exteme IPs
15 o acc... input stwmz etherl-wan 0B 0
- drop
16 [Mlog input etherl-wan 134 KB 177
17 8 drop input etherl-wan 134 KB 177
- WANDMZ
18 X # acc... forward VLAN_253_DMZ 1 ficmp) etherl-wan 0B 0
19X |# acc... forward 3_DMZ 6 ficp) etherl-wan 0B 0
20 X # acc... forward VLAN_253_DMZ etherl-wan 0B 0
= LANWAN
2 o acc.. forward VLAN_10_LAN 1 fiemp) etherl-wan 4590 B 14
2 acc.. foward VLAN_10_LAN 5 ltep) etherl-wan 7134KB 2139
2 @ acc.. foward VLAN_T0_LAN 17 fudp) etherl-wan 420KB 23
i LAN-DMZ
24 & acc.. foward VLAN_10_LAN VLAN_253_DMZ 1 fiemp) 4308 3
25 o acc.. forward VLAN_10_LAN VLAN_253_DMZ 6 tep) 64 KB 51
2% @ acc.. foward VLAN_10_LAN VLAN_253_DMZ 17 fudp) 08B [
o LAN-VPN_INTERN
27 acc.. foward VLAN_10_LAN IP_VPNINTERN 1 fiemp) 08B 0
28 o acc.. forward VLAN_10_LAN IP_VPNANTERN 6 tep) 0B 0
2% & acc.. foward VLAN_10_LAN IP_VPNNTERN 17 fudp) 08B 0
i DMZ-WAN
30 o acc.. forward VLAN_253_DMZ 1 fiemp) etherl-wan 0B 0
3 @ acc.. foward VLAN_253_DMZ 5 ltep) 2021.2553.80... etherl-wan 08B 0
32 o acc.. forward VLAN_253_DMZ 17 udp) 52,123,993 etherl-wan 24328 32
= DMZLAN
33 o acc.. forward VLAN_253_DMZ VLAN_10_LAN 1 fiemp) 4808 8
3% @ acc. foward VLAN_253_DMZ VLAN_10_LAN 5 ltep) 37KB 45
35 o acc.. forward VLAN_253_DMZ VLAN_10_LAN 17 udp) 0B 0
- DMZ - VPN_INTERN
36 « acc... forward VLAN 253 DMZ IP_VPN-INTERN 1 ficmp) 0B 0




kY « acoept forward
38 « accept forward
5 VPN_INTERN - LAN
& accept forward
40 « accept forward
4 & accept forward
1 VPN_INTERN - DMZ
42 « accept forward
43 + acoept forward
44 « accept forward
i VPN_INTERN - WAN
45 + acoept forward
46 « accept forward
47 « accept forward
< Gast-WAN
48 & accept forward
49 & accept forward
50 « accept forward
5:: Winbox und DNS_Port_Allow
51 & accept input
52 « accept input
53 & accept input
54 & acoept input
55 « accept input
56 & accept input
57 & acoept input
58 + accept input
5:: PING alle GW
59 & acoept input
60 « accept input
61 & accept input
: drop input
62 8 dop input
63 8 dop input
&4 % dop input
65 8 dop input
: drop forward
66 38 drop forward
67 # drop forward
68 ¥ dop forward
38 drop forward
70 € dop forward

VLAN_253_DMZ IP_WPN-INTERN
VLAN_253_DMZ IP_WPN-INTERN

IP_VPNANTERN VLAN_10_LAN
IP_VPNANTERN VLAN_10_LAN
IP_VPNANTERN  VLAN_T0_LAN

IP_VPNINTERN VLAN_253 DMZ
IP_VPNANTERN  VLAN_253 DMZ
IP_VPNANTERN  VLAN_253 DMZ

IP_VPN-NTERN
IP_VPN-INTERN
IP_VPNINTERN

VLAN_130_Gast
VLAN_130_Gast
VLAN_130_Gast

VLAN_10_LAN
VLAN_10_LAN

IP_VPNNTERN
IP_VPNINTERN
VLAN_253_DMZ
VLAN_253_DMZ
VLAN_130_Gast
VLAN_130_Gast

VLAN_10_LAN
IP_VPNANTERN
VLAN_253_DMZ

VLAN_10_LAN
IP_VPN-INTERN
VLAN_253_DMZ
VLAN_130_Gast

VLAN_10_LAN

VLAN_253 DMZ
VLAN_130_Gast
IP_VPN-INTERN

17 {udp)

1 icmp)
6 ftap)
17 fudp)

1 fiomp)
6 ftcp)
17 ludp)

25,80,110,143,443 485 587 993,995
53123

82515380443
53
8291,52,80.443
53
8291,53.80.443
53

53
53

etherl-wan
etherl-wan
etherl-wan

etherl-wan

etherl-wan
etherl-wan

etherl-wan

R oBocecodB NIR ceo

Booo® HB5oB oo

#| = [v]x] o | @ Reset Counters || (0 Reset Al Counters |

Fiter Rules NAT|Mmde|Raw|Sminerls|Cwnedims‘MrhuUm|Layw7ﬁdnnds|

o mas

. DMZ-WAN 81.21.115.40
1% ¥ src-.. scnat

i LAN-WAN 81.21.115.41
2% | src-.. srcnat

o VPN_INTERN-WAN 81.21.11
3% | sre-.. scnat

4% | src-.. scnat
al-192.168.253.3 tep

5% | dst-.. dstnat

6 X v dst-.. dstnat

. al-192.168.253.5_tcp

7% »|'dst-.. dstnat
al-192.168.253.6_tcp

8 X | dst-.. dstnat

o STWMZ-22

9% I dst-.. |dstnat

o WAN-DMZ_1592.168.253.3
10X v dst-.. dstnat
11X | dst-.. dstnat

o WAN-DMZ_192.168.253.5
12X | dst-.. dstnat

i WAN-DMZ_1592.168.253.6
13X | dst-.. dstnat

Src. Address List: | | -
Dst. Address List: | |+ C"'"‘“
- M=
Src. Port: | | - =
Dt Port: | |~ Reset Counters —
Any. Pot: | |+ Reset All Counters | |,y
In. Interface: | |- n
Out. bierace: [ [ebertnan 3] 4
wn
In. Interface List: | |-
Out. Interface List: | |+
Packet Mark: | |+
Connection Mark: | | -
Routing Mark: | |+
C(xned:ionType.l | -

enabled

unknown

unknown

ne

0B
08

0ne
R

ne

0ne

0B

0B
0ne

0B

08




DHCP Server
DHCF | Networks Leases Options Option Sets = Option Matcher  Mlerts

*| =] v %] | DHCP Config || DHCP Setup |

|Name 4 |Interface |Hela}' |Lease Time |ﬁddress Pool |:‘\dd AR... |v
dhcp_gast wlan130 3d 00:00:00 dhcp_gast no
dhep_lan br_switch_lan_vla... 3d 00:00:00 pocl_lan no

Zitems (1 selected)

Interface <br_switch_lan_wvlan10:

7| General STP VLAN |Status Traffic

[ ok |

(v STLER Eifsring ] Cancel |

EtherType: |(x8100 =] | Aoy |
i PVID: |1 | | — | i
§| Frame Types: |adm'rt all || $| i

[ Ingress Fitering | Comment |

[ o |

| Remove |

| Torch |

| |

Reset Traffic Counters

|enab|ed | |n.|r1ning




I ——

Bridge Ports ‘ Port Extensions = WLANs  MSTls  Port MST Ovemides  Fiters  WAT  Hosts MDB
[#][=] ][] [=] [¥]

# | [Interface |Bridge |Horizon | Trusted |Priority (h... |Path Cost [PVID [Role |Roct Pat... |
0IH & ether? br_switch_lan_vlan10 YES 80 10 1 disabled port
1H & etherd br_switch_lan_vlan10 yes 80 10 1 designated port
2H & etherd-AP-Unify  br_switch_lan_vlan10 yes a0 10 1 designated port
iH & etherb br_switch_lan_vlan10 yes a0 10 1 designated port
4 |H & ethert-TV-W.S br_switch_lan_vlan10 yes 20 10 130 dizabled port
51 & ether”T1-57  br_switch_lan_vlan10 yes a0 10 130 disabled port
6 1H & ether? br_switch_lan_vlan10 yes 80 10 1 dizabled port
7 IH & etherd br_switch_lan_vlan10 yes a0 10 1 disabled port
8 H & ether10-NAS br_switch_lan_vlan10 yeS a0 10 253 designated port

Interface VLANS

Interface | Interface List  Bthemet | EolP Tunnel | IP Tunnel | GRE Tunnel VLAN‘VXLAN VRRP  VETH MACsec Bonding LTE

HE] [fx]

[Name. 7 [Type [MTU_ [Actual MTU [L2MTU [VLANID |interface Tx Rx T Packet p/s) | Rx Packet fp/s)  |FP T FP Rx FP T Packet (p/s) |FP Rx Packet (p/s) |
R @.vien0 VLAN 1500 1500 1588 10 br_swich Jan_viani0 0bps Obps [1] [] 0bps 0bps 0 )]
R & vian130 VLAN 1500 1500 1588 130 br_switch lan_vian10 0bps 0bps 0 0 0bps 0bps 0 []
R ) vian253 VLAN 1500 1500 1588 253 br swich lan_viani0 Obps Obps [} 0 Obps Obps 0 0

VLANSs erstellen und in das Interface der BRDIGE (die eine Bridge geben)

Unter Bridge VLANSs alle anlegen

ito st

Bridge Ports Port Extensions  VLANs |MSTI5 Port MST Ovemides  Fiters MNAT Hosts MDB

#[=][v]x][=] [v]

|Bridge  [VLAN IDs |Current Tagged |Current Untagged
br_switch_lan_vla... 253 br_switch_lan_vlan10 ether10-NAS
br_switch_lan_vla... 10 br_switch_lan_vlan10
br_switch_lan_vla... 130 br_switch_lan_vlan10, etherd-AP-Unify
D br_switch_lan_vla... 1 br_switch_lan_vlan10, ether3, etherd-A...

=1 E3
e RTEENETRUETON +| | ox
VLAN IDs: 253 v ,W‘
Tagged: |br_5w'rtd'1_lan_\rlan1ﬂ || 3| s Aoply
|ether1-wan =]+

Untagged: | | =
Comment
Cument Tagged: |br_5w'rtd'1_lan_\rlan1ﬂ |
&7 TVEZ  Fihemet TS0 1592 Tbps e i Rl ENE L | =
1er3 Ethemet 1500 1592 Obps Obps Smove
werd Ethemet 1500 1552 Obps Obps enabled
1er10-NAS Ethemet 1500 1552 Obps Obps

Wichtig: Bridge ist immer die eine!

Tagged VLAN muss die Bridge ausgewahlt sein und wo hin das Surfen erlaubt ist!

Angeben bei den Bridge Ports



Bridge F"”t5||;‘urt Extensions VLANs MSTIs Port MST Ovenides Fiters NAT Hosts MDB

ElE x| al[v]

interface |Bridge |Honizon | Trusted | Prionty h... [Path Cost [PVID [Role [Root Pat... |
0IH & ether? br_switch_lan_vlan10 yes 80 10 1 disabled port
1H & etherd br_switch_lan_vlan10 yes 80 10 e
2H & etherd-AP-Unify br_switch_lan_vlan10 yes 80 10 Bridge Port <etherl(-NAS>
iH & ethers br_switch_lan_vlan10 yes 80 10 General | STP VLAN | Fens
41H & ethers-TV-WE  br_switch_lan_vlan10 yes 80 10 13|
51 & ether”TVASZ  br_switch lan_vian10 yes 80 013 PVID: |
6 IH & ether8 br_switch_lan_vlan10 yes 80 10 - - —
TIH & ethers br_switch_Jan_vlan10 yes 80 10 Frame Types: [sdmit orly untagged and priortytageed | ¥ | Apply
3H & ether10-NAS br_switch_lan_vlan10 yes 80 10 25 [ Ingress Filtering
Disable
["] Tag Stacking
Fitems (1 selected)
leri-1v-52  Ethemet TH00 552 Ubps Ubps
ierd Ethemet 1500 1592 Obps Obps
ierd Ethemet 1500 1592 Obps Obps
1er10-NAS Ethemet 1500 1552 Obps Obps
-sfpplus1 Ethemet 1500 1600 Obps Obps
enabled Hw. Cffload

Unter Adresses alle Netze anlegen und die richtigen VLANS schieben.

Das Hauptnetz: in diesem Fall VLAN 10 kommt direkt auf die Bridge!

Address List

[#][=] [~][%]
|.P~ddress & |Ne‘twnr‘rz Irterface |v
o WANDT
= §1.21.11540/24 81.21.115.0 etherl-wan
o WANDZ
= 31.21.11541/24 81211150 etherl-wan
i LAN
= 152.168.10.1/24 152.168.10.0 br_switch_lan_vlan10
o Gast
= 152.168.130.1/24 152.168.130.0 vlan130
WG
= 152.168.243.1/24 152.168.243.0 WGE-VPN
o DMZIN
= 152.168.253.1/24 152.168.253.0 vlan253
WP
= 192.168.254.1/28 152.168.254.0 etherl-wan
7 tems

Fertig



